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Foreword

This study is meant to not only chart the security 
situation and IT security incidents, but also 

contribute to raising the expertise and assistance 
in preventive security efforts. We have emphasised 
preventive activities and measures in the report.

The Unrecorded Statistics Study 2018 is the 11th 
such study conducted by the Norwegian Business 
and Industry Security Council. Through it, we col-
lect data regarding the IT security situation in the 
private and public business communities, and the 
study holds a central place in our education and 
information strategy.
 
The study shows that businesses have a lacking 
over-view of the costs related to security inci-
dents, costs that are estimated to tens of billions 
of NOK each year.

Both the Unrecorded Statistics Studies of 2016 
and 2018 reveal that IT security incidents are lar-
gely discovered by chance. One of the positive 
findings in this year's study is that the presence 
of management systems and operation of syste-
matic preventive security efforts make businesses 
better at discovering incidents. This allows them 
to more quickly implement cost-reducing measu-
res, while simultaneously contributing to a more 
robust and conscious digital society. 

We therefore hope that this year’s study and re-
port will contribute to a greater understanding of 
security, a stronger ability to discover incidents, 
and good preventive security efforts.

We would like to thank everyone who has 
supported the study and given their contribution 
to the report.

 

 

Jack Fischer Eriksen
Director of The Norwegian Business  

and Industry Security Council

Norway is one of the most digitised countries in the world, which brings 
opportunities as well as new vulnerabilities and challenges. 
Big investments have been made into innovation and development, but 
not as much has gone to IT security education and competency. This is 
a gap that must be filled.
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Summary

To a large degree, IT operations are organised as 
they were in 2016. 17 percent of businesses fully 
and entirely outsource IT operations, 31 percent 
conduct partial outsourcing while nearly half (48 
percent) organise IT operations internally. Furt-
hermore, six out of ten businesses have a ma-
nagement system or framework for information 
security. This is also at the same level as in 2016. 
While outsourcing is more common among smal-
ler businesses, having a management system is 
more common among larger companies. 

Virus and malware infection are the security in-
cidents that affect the most businesses. 21 per-
cent of businesses have suffered such incidents 
in the course of 2017. Compared with 2016, there 
is a clear rise in the share of businesses exposed 
to phishing, hacking attempts and actual hacking, 
DDoS attacks or threats thereof, and fraud.
Of those exposed to security breaches in 2017, 
67 percent believe that the incidents were due to 
chance or bad luck, while 55 percent believe the 
cause was human error. Businesses with a mana-
gement system are less likely to see chance and 
bad luck as a cause for an incident than those 
without such systems.

When it comes to the reason the security breach 
was discovered, there is again a difference betwe-
en companies with and without an information 
security management system. In total, 40 percent 
believe the incident was discovered by chance. 
Among companies without a management sys-
tem, 50 percent discovered the incident by chance. 
In businesses with management systems, 37 per-
cent discovered it by chance. Businesses with ma-
nagement systems are more likely to discover inci-
dents through internal routine security monitoring 
(44 percent). This is mentioned by only 28 percent 
of businesses without management systems.

Upper management was brought into the case 
for 61 percent of businesses exposed to security 
incidents. Another 31 percent went on to report 
the incident to the board of the company. For 19 
percent of businesses with security incidents, the 
results were financial losses. For 9 percent of the 
businesses, the incident led to changes to the or-
ganisation. Incidents are mostly reported to the 
administrator of the technical system (72 per-
cent), while 3 percent report to NorCERT and 2 
percent to Sector CERTs.

Nearly half (48 percent) of the businesses have 
made changes or improvements in their privacy and 
information security efforts as a result of the imple-
mentation of the new privacy regulations (GDPR). 

Six out of ten business have over the past year 
completed activities to improve the security 
awareness of their employees. This is far more 
common in large businesses than in small ones, 
and in businesses with information security ma-
nagement systems than those without.
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Background
Opinion has conducted the Unrecorded Statistics Stu-
dy 2018 on behalf of the Norwegian Business and In-
dustry Security Council. Leading up to the 2016 study, 
a number of changes were made to the questions and 
data collection methodology used. Comparisons can 
therefore not be made with results from before 2016.

Population
The population of this study is Norwegian busi-
nesses in the public and the private sector with 
5 or more employees. The selection of this study 
is drawn from Bisnode’s database, which collects 
information from the Central Coordinating Regis-
ter for Legal Entities. Compared with the previous 
study in 2016, there has been a conscious effort to 
interview more major businesses. This means that 
the selection has a different composition than the 
previous study, and that our comparisons have 
controlled for the differences between the selecti-
ons and interpreted them with care.

1500 interviews have been conducted in this study.

Data collection
Data collected was conducted with the aid of 
telephone interviews (CATI) in the period from  
1 to 19 February 2018.

Error margins
Opinion notes that all surveys entail error margins. 
The error margins primarily involve statistical un-
certainty. There are sampling biases, which prevent 
the sample from being identical to the universe or 
to the target population. These differences may re-
late to certain characteristics or behaviours.

At 1500 respondents or interviews (n=1500), we can 
claim with 95 percent probability that the exact result 
is within ± 1.1 and ± 2.5 percentage points, indepen-
dent of the percentage size. Uncertainty is at its hig-
hest at percentage results of 50 percent, and at its lo-
west with percentage results of 5 percent/95 percent.

About the study

Definition of framework for 
information security

 

A framework for information security me-
ans internal control through established 
routines, management, clear chains of re-
sponsibility and reporting to handle infor-
mation security, covering the entire value 
chain of the business. 
The framework should be adapted to the 
business, such as with sectors like healthcare, 
power and local governance. Hereunder also 
with regard to best practices, ISO standards, 
preparedness regulations, the Security Act, 
privacy legislation (hereunder GDPR) and 
international regulations and directives such 
as NIS. See also decisions from the National 
Security Authority on their website. 1)

Facts on testing and inspection 
of the business’s security situation

 

Arranged tests and inspections of the busi-
ness’s security situation may reveal vulnera-
bilities and result in documentation for im-
plementing essential measures, and should 
be seen as an annual security hardening ef-
fort. For more information, see the website 
of the National Security Administration.

1) The European Parliament and Council's directive (EU) 
2016/1148 of 6 July 2016 concerning measures for a high 
common level of security of network and information sys-
tems across the EU.
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Characteristics
Survey respondents have the following distributi-
on across the private and public sectors:

Sector

County

Business
size

Industry

Private

Østfold

Akershus

Oslo

Hedmark

Oppland

Buskerud

Vestfold

Telemark

Aust-Agder

Vest-Agder

Rogaland

Hordaland

Sogn og Fjordane

Møre og Romsdal

Sør-Trøndelag

Nord-Trøndelag

Nordland

Troms

Finnmark

Total

5 to 19 employees

20 to 99 employees

100 or more employees

Total

Primary

Industry etc.

Construction

Retail, etc.

Logistics

Accommodation/food services

Service industries

Public administration

Education

Healthcare and social services

Total

66

130

187

71

74

82

59

64

36

45

106

148

47

90

66

45

106

54

24

1500

728

508

264

1500

15

170

97

310

45

58

252

81

278

194

1500

4.4 %

8.7 %

12.5 %

4.7 %

4.9 %

5.5 %

3.9 %

4.3 %

2.4 %

3.0 %

7.1 %

9.9 %

3.1 %

6.0 %

4.4 %

3.0 %

7.1 %

3.6 %

1.6 %

100 %

48.5 %

33.9 %

17.6 %

100 %

1.0 %

11.3 %

6.5 %

20.7 %

3.0 %

3.9 %

16.8 %

5.4 %

18.5 %

12.9 %

100 %

Public

Total

947

553

1500

63 %

37 %

100.0 %

Number (n)
Share
Interview

Number
Interview 
(n)

Number
Interview 
(n)

Number
Interview 
(n)

Share
Interview 

Share
Interview 

Share
Interview 

Geography
Below is an overview of the respondents’ location 
by county:

Business size
The survey encompasses businesses in the fol-
lowing size groups:

Industry
The survey encompasses businesses in the fol-
lowing industries:



1. Organisation of IT operations
This chapter covers questions pertaining to how the businesses 
have organised IT operations, as well as management systems or 
frameworks for information security.
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1.1 Outsourcing
17 percent of the businesses have fully outsourced IT operations. 31 percent of the businesses have 
partially outsourced, while 48 percent have organised IT operations internally. 

Question: Are the business’s IT operations organised to be fully outsourced, 
partially outsourced, or are all operations organised internally? (n=1500)

It is more common for businesses with fewer than 100 employees to completely outsource IT opera-
tions than for businesses with 100 or more employees to do so. Among businesses with 100 or more 
employees, 12 percent have fully outsourced these operations. This is in line with the 2016 study, when 
13 percent of large businesses reported the same. Among businesses with 5 to 19 employees and 20 to 
99 employees, 19 and 18 percent have fully outsourced IT operations, respectively. This too is in line with 
2016, when the distribution was 22 and 23 percent, respectively.

Among those who fully or partially utilise outsourcing, 15 percent use outsourcing services overseas. 
This is equally common for both larger and smaller businesses. Furthermore, 82 percent of those using 
outsourcing services overseas are aware of where the data is stored physically, while 18 percent are not. 

1.2 Management systems and frameworks
Six out of ten businesses report that they have a framework or management system for information security.  

Question: Does the business have a framework and/or management system for information se-
curity? (n=1500)

Figure 1

Figure 2

Organisert internt (48 %)
Helt outsourcet (17 %)
Delvis outsourcet (31 %)
Vet ikke (4 %)

Ja (61 %)
Nei (27 %)
Vet ikke (12 %)

1. Organisation of IT operations

There are vast differences between the smallest and largest businesses on this question. While 54 
percent of businesses with 5 to 19 employees have one, 62 percent of those with 20 to 99 employees 

48 %  31 %  

17 %  

61 %  27 %  

12 %  

4 %  

Yes (61 %)

No (27 %)
Don’t know  (12 %)

Organised Internally (48 %)
Fully outsourced (17 %)
Partially Outsourced (31 %)

Don’t know (4%)
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Figure 3

Figure 4

2018 2016
0

20

40

60

80

100

14

54 %
62 %

79 %

53 %

67 %
77 %

47

5-19 ansatte 20-99 ansatte 100 ansatte eller flere

The question does of course leave the respondent with some room for interpretation. It is not unlikely 
that the definition of what a framework or management system is, how much it encompasses and 
how well-implemented it is may vary from respondent to respondent. Nonetheless, we observe that 
businesses reporting that they have a framework or management system are different from businesses 
that do not in a number of areas. In other words, the case is such that regardless of how the businesses 
define the terms, there is still a difference between those replying that they have such systems and those 
reporting that they do not.

To a large degree, businesses with a framework or management system believe that these are complied 
with in the organisation. Nearly nine out of ten share this view.

Question: Do you feel the framework/management system for security 
is adhered to in your organisation? (n=912 – businesses with frameworks/management systems)

Ja (88 %)
Nei (6 %)
Vet ikke (5 %)

1. Organisation of IT operations

and 79 percent of those with 100 or more employees have a framework or management system for 
information security. The results are on the same level as in 2016. Figure 3 shows the share in each size 
category that has a framework/management system in 2018 and 2016, respectively. 

Major businesses are less likely than small businesses to feel that their management system is 
complied with. 12 percent of businesses with 100 or more employees answer no, compared with 4 
percent of those with 5 to 19 employees.

88 %  

6 %  
5 %  

employees employees employees or more

Yes (88 %)

No (6 %)
Don’t know (5 %)



2. Incidents
In this chapter we deal with the information security incidents busi-
nesses encounter, incidents with negative consequences, and which 
incidents are perceived as the most severe. 
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2. Incidents

2.1 Information security incidents
Viruses and/or malware infections as well as phishing or other social engineering attacks are the most 
common incidents. Respectively, 21 and 18 percent of businesses have encountered these. Furthermore, 
13 percent have been affected by data breaching/hacking attempts, and 11 percent of these incidents 
are caused by employees. Incidents caused by outsourcing suppliers are however far less common, and 
no businesses report that they have lost trade secrets due to digital espionage.

Question: I will now read out some possible information security incidents 
and ask you to answer yes or no to whether your business has encountered these 
in the calendar year 2017. (n=1500)

Among those who have experienced incidents, an average of 2.8 such incidents were encountered. As 
may be expected, incidents become more common the larger the business is. (We are here referring to 
the number of different types of incidents, not the number of incidents in total.)

Average type of incidents among businesses (n=563 – answered yes on one or more alternatives in 
the question above)

Figure 5

Ja Nei

0 20 40 60 80 100

72
77

13
18

7

11

6
6
6
5
3

3
2
2
0
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87
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93
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95
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Ja Nei Vet ikke

0 100

Virus og/eller malwareinfeksjon
Phishing eller andre sosial manipuleringsangrep

Forsøk på datainbrudd/hacking
Hendelser forårsaket av bedriftens ansatte

DDoS angrep eller trusler om
Bedrageri

Dataskadeverk
Tyveri av IT-utstyr

Datainnbrudd/hacking
Misbruk av IT-ressurser

Brudd på sikring av opplysningerom f.eks brukere, ansatte, kunder, pasienter?
Penetrasjon av organisasjonens sikkerhetssystemer

Hendelse forårsaket av outsourcingsleverandør
Tapte forretningshemmeligheter gjennom informasjonstyveri/digitalspionasje

21
18
13
11
7
6
6
6
5
3
3
2
2

75
77
79
86
87
92
92
93
93
94
95
92
95
97

Virus and/or malware infection

Phishing or other social engineering attacks

Attempted data breaches/hacking

Incidents caused by employees

DDoS attacks or threats of these

Fraud

Computer vandalism

IT equipment theft

Data breaches/hacking

IT resource abuse
Breaches of security for information including 
user, employee, customer or patient data?

Penetration of the organisation’s security systems

Incidents caused by outsourcing provider
Lost trade secrets through 
information theft/digital espionage

Yes No Don’t know 
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Figure 7

Figure 6

20-99 ansatte5-19 ansatte 100 ansatte eller flere
0,0

0,5

1,0

1,5

2,0

2,5

3,0

3,5

2,45

2,91 3,11

27 % 38 %

0,0000003,5714297,14285710,71428614,28571417,85714321,42857125,00000028,57142932,14285735,71428639,28571442,85714346,42857150,000000

Virus og/eller malwareinfeksjon

Phishing eller andre sosial manipuleringsangrep

Forsøk på datainbrudd/hacking

Hendelser forårsaket av bedriftens ansatte

DDoS angrep eller trusler om

Bedrageri

Dataskadeverk

Tyveri av IT-utstyr

Datainnbrudd/hacking

Misbruk av IT-ressurser

Brudd på sikring av opplysningerom f.eks brukere, ansatte, kunder, pasienter?

Penetrasjon av organisasjonens sikkerhetssystemer

Hendelse forårsaket av outsourcingsleverandør

Tapte forretningshemmeligheter gjennom informasjonstyveri/digitalspionasje 0 % 2018 2016

21 20
18 8
13 8 
11 10 
7 4 
6 2 
6 4 

56 
5 2 
3 3 
2 
2 2 
2 2 

2. Incidents

Virus and/or malware infection

Phishing or other social engineering attacks

Attempted data breaches/hacking

Incidents caused by employees

DDoS attacks or threats of such attacks

Fraud

Computer vandalism

IT equipment theft

Data breaches/hacking

IT resource abuse
Breaches of security for information including user, 
employee, customer or patient data?

Penetration of the organisation’s security systems

Incidents caused by outsourcing provider
Lost trade secrets through 
information theft/digital espionage

The smallest businesses have an average that is significantly lower than the other two size groups, while 
there is no significant difference between businesses with 20 to 99 employees and those with 100 or 
more employees. In other words, large businesses suffer a wider range of incidents.

Compared with 2016, there has been a particular increase in the incidence of phishing, data breaches/
hacking, DDoS attacks or threats of these, as well as fraud.

employees employees employees or more
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2.2 Incidents with negative consequences
On the question of whether there have been information security incidents that negatively affected the 
business in terms of financial losses or a weakened market position, 19 percent of the businesses are 
aware of such incidents and are able to quantify how many.

Among those who have experienced incidents with negative consequences such as financial losses or 
a weakened market position, the average has been 3 such incidents throughout 2017. The median is  
2 incidents, so typically 2 to 3 incidents have been experienced by those who encountered them. 

If we assume that the businesses that do not report a number are also not exposed to such incidents, 
the average in the entire population (businesses with 5 or more employees) is 0.6 incidents with negati-
ve consequences throughout 2017. Businesses with 100 or more employees encountered an average of 
one instance of security incidents with financial losses or a weakened market position. This is significantly 
higher than businesses with less than 100 employees (0.4 in businesses with 5 to 19 employees and 0.6 
in businesses with 20 to 99 employees).

The average number of incidents with negative consequences in the form of financial losses or a we-
akened market position.

When it comes to what the most severe incident was, regardless of whether the incident resulted in 
negative consequences or not, viruses, phishing, hacking and DDoS attacks recur the most.

20-99 ansatte5-19 ansatte 100 ansatte eller flere
0,0

0,2

0,4

0,6

0,8

1,0

1,2

0,42

0,57

0,99

27 % 38 %

Figure 8

2. Incidents

employees employees employees or more



Norwegian Computer Crime and Data Breach survey 2018   17 

Question: What was the most serious incident in 2017?

Viruses or malware infections are also the incidents that occur the most often, and a number of the 
businesses reporting these as the most severe have only encountered virus/malware infections.

If we look only at businesses that have, in total, encountered at least four information security incidents, 
the picture is a little different, and DDoS attacks become a more dominant presence.

As for why these incidents were perceived to be the most severe, the most commonly reported factors 
are financial losses, downtime, and a loss of working hours and production.

2. Incidents

Figure 9

Figure 10



3. Causes
Chance determines whether businesses 
in Norway discover incidents, and human error 
and bad luck are why the businesses are affected.
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3.1 Why security breaches occurred
Norwegian businesses largely believe that security breaches occurred as a result of chance or bad luck.

Question: Were any of the following factors the reason the security breach occurred? (n=572)

Among those who have experienced incidents, 67 percent believe the cause was chance or bad luck, 
while over half also attribute the security breach to human error. 

Chance and bad luck are less likely to be given as a cause among those with a framework or manage-
ment system for information security. 74 percent of businesses that have experienced incidents and do 
not have a management system believe it is due to chance or bad luck, while 65 percent of those with 
management systems report the same. Furthermore, those without management systems were more 
likely to attribute the incident to a lack of technical tools or competency to prevent the threat. While 
a total of 20 percent report this reason, this breaks down to 25 percent of those without management 
systems and 17 percent of those with management systems. 

3. Causes

Figure 11

Ja Nei
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8
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Lack of employee security awareness

Existing procedures not being followed
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Lacking technical equipment or expertise 
to prevent the threat
Inadequate prioritisation of security efforts

Lacking updates to tools or configurations

Inadequate technical infrastructure
Portable media connected to internal resources 
(memory sticks, private e-mail, etc.)
Problems caused by outsourcing partner

Conscious misuse of systems

Politically-motivated attempt at harming the business
Weak authorisation processes allowing disloyal em-
ployees to access information

Ja Nei Vet ikke

0 100
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Tyveri av IT-utstyr
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There is a difference between companies with and without management systems for information se-
curity when it comes to how the incident was discovered.

Ja Nei Vet ikke/vil ikke svare
0 20 40 60 80 100
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3.2 How security breaches were discovered
When it comes to how the security breach was discovered, an equal number report that it was 
by chance and that it was by internal routine security monitoring

Question: Were any of the following the way the incident was discovered? (n=572)

3. Causes

Figure 12

Figure 13
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3. Causes

Umiddelbart (49 %)
Noen timer (23 %)
I løpet av en dag (15 %)
Innen en uke (7 %)
Innen en måned (3 %)
Lenger enn 100 dager (2 %)
Innen 100 dager (1 %)

Businesses with a management system are more likely to discover security breaches as a result 
of internal routine security monitoring and other internal checks and reviews than businesses wit-
hout management systems. Businesses without management systems, however, are more likely to 
discover security breaches as a result of chance than businesses with management systems.

Half of the businesses discovered the incident immediately (answering for the last/most severe 
incident). A further 24 percent discovered it in a matter of hours, and 15 percent in the course 
of a day. There is no difference between businesses with or without an information security ma-
nagement system, or larger and smaller businesses.

Question: How long did it take from when the incident occurred to when it was discovered?

Figure 14
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49 %  

23 %  

15 %  

7 %  

3 %  
2 %  1 %  

It may be difficult to protect yourself from dangers you cannot see.

Immediately (49 %)

A few hours (23 %)
Over the course of a day (15 %)
Within a week (7 %)
Within a month (3 %)

Longer than 100 days(2 %)
Within 100 days (1 %)
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3. Causes



4. Incident consequences 
and handling
This chapter revolves around conditions such as the 
consequences of the incident, who it was reported to, 
organisational consequences and costs.
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4.1 Incident consequences
In six out of ten businesses that encounter information security incidents, one of the consequences is 
that the company's upper management gets involved.

Question: Did this specific incident lead to the following? (n=572) 
– respondent answers based on the last incident/most severe incident.

Ja Nei Vet ikke
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4. Incident consequences and handling

Both the involvement of the company board and the involvement of management are more common in 
smaller businesses than in large ones, while there is also a difference between businesses that either do 
or do not have an information security management system. Those with a management system report 
to the board more often, are more likely to implement organisational changes, and face financial losses 
to a smaller degree.

Figure 15
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In addition to the consequences mentioned previously, security incidents have also led to changes in 
a number of the affected organisations, where 47 percent have changed policies and routines.

Question: As a result of the incident, were any of the following changes made 
in the organisation? (n=572)
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4. Incident consequences and handling

Small businesses have made changes by referring to expertise outside their own organisation to a gre-
ater degree than larger ones (100 or more employees). While 22 and 14 percent of the smallest busi-
nesses have hired a supplier to handle security and have outsourced security functions respectively, 9 
and 5 percent of businesses with 100 or more employees have done the same. Smaller businesses have 
invested in security tools and implemented stricter control of external consultants to a greater degree as 
well. Larger businesses have, however, invested in training for employees. Businesses with an informati-
on security management system have to a greater degree than others invested in the development of 
security processes and established a security community. While 24 percent of businesses with a mana-
gement system have done this, 11 percent of those without a management system have done the same.

Figure 17
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4.2 Reporting
72 percent of businesses that have encountered security incidents have reported the incident to the 
relevant technical system administrator, while 9 percent have reported the incident to the police. A mere 
3 and 2 percent have reported to NorCERT or Sector CERT, respectively. 

Question: Was the incident reported to any of the following? (n=572)

Those with a management system have to a greater degree than others reported to the system admi-
nistrator and ISP, but the pattern is less clear than it is for certain other questions. It is also worth noting 
that those with a management system to a greater degree do not know if they have reported the inci-
dent to NorCERT or Sector CERT.

Businesses of different sizes follow the same pattern. For example, there is no significant difference 
between larger and smaller businesses with regard to whether they report to NorCERT or Sector CERT. 
Reporting to NorCERT varies from 2 to 4 percent in different size groups, while the equivalent for Sector 
CERT is 1 to 3 percent. 

4.3 Costs of incidents 
Among those affected by incidents and who are able to quantify the financial cost of the incident, inclu-
ding those who know that there has been no financial cost, the average cost is approximately 54,000 
NOK for the most severe incident in 2017. Those most seriously affected estimate a cost of 2 million. 
There is no significant difference between businesses that have and do not have information security 
management systems, or between businesses of different size.
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4. Incident consequences and handling

Facts about “incidents”
 

Registered incidents include hacking, phishing attempts, 
DDoS attacks or any other unauthorised and undesired access 
to business-sensitive information that is quickly detected and 
reported to the business's systems administrator, manage-
ment and/or board for follow-up, handling and for reporting 
to the police where appropriate. Furthermore, one must con-
sider that there are incidents of undesired access to business 
data that are never detected. This may result from situations 
such as espionage where in addition to illegally collecting in-
formation, the goal is also to prevent the incident from ever 
being discovered. For this reason, there are no numbers on 
such incidents either, but one should be aware that it does 
happen/may happen. For more information, see the website 
of the National Security Administration. 

Businesses that are party to the Security Act are obligated to report 
to NorCERT if they suffer an incident. In the event of an incident 
involving personal information, a business may also be obligated 
to report to the Data Protection Authority and notify the affected 
parties. (See the website of the Data Protection Authority).



5. GDPR and security
awareness
This chapter examines changes to efforts involving privacy 
and information security related to the implementation of GDPR 
and activities to improve security awareness among employees.
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5. GDPR and security awareness

5.1 Changes resulting from GDPR
Approximately half of the businesses have made changes to their privacy and information security ef-
forts as a result of GDPR.

Question: New privacy regulations (GDPR) take effect starting in May 2018. 
Has this led the organisation to implement changes/improvements to its efforts 
involving privacy and information security? (n=1500)

While 66 percent of businesses with 100 or more employees have made changes, 40 percent of those 
with 5 to 19 employees report the same. Furthermore, 57 percent of those with a management system 
have made changes, while 31 percent of those without a management system have done so.

5.2 Increased security awareness
61 percent have over the past year completed activities to improve the security awareness of their employees.

Question: Has the business completed activities to improve the employees’ 
awareness regarding security over the past year? (n=1500)

Figure 19
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Large businesses with 100 or more employees and those with information security management sys-
tems are also the ones who have completed such activities to the greatest degree. While 52 percent of 
businesses in the smallest size group have completed activities, 78 percent among the large businesses 
have done so. 75 percent of businesses with information security management systems have completed 
activities, while only 37 percent of those without such systems have done so.

Among those who have completed activities, internal lectures are the most common measure.

Question: Which types of activities to increase employees’ awareness regarding security 
have been completed over the past year? (n=913)

Figure 21
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6. Analysis
In this chapter, we have analysed some 
of the findings in the study.
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6.1 Key findings in businesses reporting 
that they have a security framework
 
6.1.1 In the public sector 
A high percentage of public businesses have an 
information security management system or fra-
mework. Out of those reporting that they have 
a framework for security systems, 82 percent (pu-
blic administration) to 88 percent (healthcare) of 
public businesses report that these routines are 
complied with. 

The study also shows that in security breaches, 
22 percent of public healthcare businesses report 
that the breach occurred due to a lack of prioriti-
sation of security efforts.

Another reason for security breaches reported 
among those who have an information security 
framework is the inadequacy of their processes. 

In public administration, 25 percent of respon-
dents report that lacking security processes led 
to security breaches. Even more respon-dents, 
40 percent in public administration, report that 
the business has experienced security breaches 
due to a lack of follow-up in their processes. In 
the healthcare sector, 33 percent report the same. 
This is interesting as a high degree of compli-
ance to security frameworks is reported while 
lacking processes and routines are named as 
a significant cause of security breaches. 

The findings indicate that despite large swaths of 
the public sector having information security ma-
nagement systems and frameworks, and a consi-
derable share reporting that these are complied 
with in the organisations, the follow-up of these 
security measures remains inadequate for se-
curing the businesses in question.

Between 33 percent (public administration) and 41 
percent (education) in public administration, he-
alth and education report that they discovered se-
curity breaches by chance. When over a third of 
public businesses discover security breaches 
by chance, one must question how effective 
compliance with the frameworks for infor-ma-
tion security really is in practice, as well as the 
effect a lack of existing processes or complian-
ce with routines has on security efforts. 

On the other hand, 40-50 percent of the public bu-
sinesses that have experienced security breaches 
report that these were discovered immediately. 

6.1.2 In the private sector
As expected, there is a greater variation between 
different fields in the private sector. In constructi-
on, service, and industry, under 50 percent report 
that they have a security framework in place. 

Construction generally reports a low degree of rea-
diness in information security. Up to 20 percent of 
the businesses report that they do not know whet-
her they have a framework for information security.

Among private businesses that have a security 
framework or management system, a large share 
also reports that these are complied with. Here 
the accom--modation and food services as well as 
retail distinguish themselves with over 90 percent 
believing that the security frameworks and routi-
nes surrounding these are complied with.  Howe-
ver, where there have been security breaches, the 
reports from accommodation and food service 
businesses indicate that 29 percent believe bre-
aches occurred due to a lack of prioritisation on 
security efforts.  This does not appear to follow 
from the sector’s perceived compliance with 
existing security frame-works.

6. Analysis
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Overall, businesses in the private sector follow 
processes for security breaches and similar situa-
tions to a greater degree than the public sector.

About a quarter of businesses in the private sector 
believe security breaches occur due to a lack of 
compliance with and follow-up of existing processes.

In industry, 30 percent of businesses report that 
security breaches occurred due to a lack of fol-
low-up of processes and 55 percent report that 
security breaches were discovered by chance. 

In cases of security breaches, industry, accommo-
dation and food service businesses as well as 
service industries present the lowest degree of 
readiness in terms of discovery, with less than 
half discovering breaches immediately after they 
occur. In other sectors, between 50-70 percent 
report that they discovered security breaches im-
mediately after they occurred. 

6.1.3 In summary
Cyber threats and attacks have become a part of 
our digital daily life and are something we must all 
take into account. Therefore, it will become more 
important to not only invest in security and defen-
ce mechanisms, but also to prepare the business 
for compliance with frame-works and guidelines, 
as well as follow-up in case of incidents. 

The study shows that many outsource IT opera-
tions, and few security breaches are reported at 
third-party suppliers. In spite of this, it remains im-
portant to understand the threat in the business’s 
value chain and to ensure continuous follow-up of 
security measures with business partners as well. 

Businesses recognise the importance of cyber se-
curity and of protecting themselves against atta-
cks, but this is not reflected well enough in their 
reported follow-up of security breaches.

GDPR requires organisations to have a plan for 
breaches of personal data security, but many bu-
sinesses still have not established a security fra-
mework and do not follow policies and routines 
for following up security breaches. 

There is an increasing need to secure data and 
privacy. This will also be highlighted to a greater 
degree than before through public discussion, as 
well as through national and international laws, 
regulations and directives such as GDPR and NIS.

Many report that the contrast between the 
business’s work, its focus on security fra-
meworks, and its lack of follow-up for se-
curity routines and processes in daily activiti-
es causes security breaches in the businesses. 
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6.2 Reporting and notification of security 
incidents
The businesses that invest the least into informa-
tion security likely have an increased chance of 
being affected by cybercrime. Furthermore, one 
can be affected over time without being aware of 
it. It is made evident in the study that businesses 
without management systems are the most like-
ly to discover incidents by chance. To a greater 
degree, businesses with a management system 
discover security breaches as a result of having 
routines for active information security efforts. 
This may indicate that many businesses do not 
invest enough into information security.

There may be a variety of different reasons one 
may choose not to invest in proper information 
security, such as the perception that the business 
is not an attractive target for threat agents. Or 
one may believe that the probability of being at-
tacked is low considering all the businesses in the 
world that could be targeted instead. In one re-
port2), four out of ten decision-makers in busines-
ses have stated that they would rather pay a ran-
som to hackers than to invest in data security.  

As for the causes of security breaches, many bu-
sinesses report that the dominating factors are 
hum-an error, a lack of security awareness among 
employees and a failure to follow existing proces-
ses. This may also indicate that many choose not 
to invest in information security enough. The 
whole time, threat agents often use social engi-
neering as a key tool, so increasing awareness 
and knowledge among employees is an essen-
tial information security measure. One can have 
strong logical and technical system security, but 
the human factor may still be the weakest link in 
security.

6.3 GDPR and security awareness
This year, we have received new privacy regu-
lations in Norway. The General Data Protection 
Regulation (GDPR), which is incorporated into 
Norwegian privacy legislation, is an EU directive 
that applies to the entire EU/EEA. The new regu-
lations bring with them a range of new duties for 
businesses and strengthened rights for citizens. 

It is worth noting that privacy legislation in Nor-
way over the past 20 years has included many of 
the same requirements that are now made clear 
and concrete in the new directive to contend with 
the increasing digitisation of society. Compliance 
with the new legislation will strongly contribute to 
an increased focus on security and safer systems.

In this year’s study, questions were asked regar-
ding whether businesses have made changes/
improvements to efforts involving privacy and 
information security. We see in figure 19 that only 
40 percent of the smaller businesses report that 
they have made changes related to GDPR. This 
may indicate that many businesses are unaware 
of the regulations and do not realise they must 
comply with them. The privacy regulation applies 
to all businesses that handle personal informati-
on - such as the collection, use, communication, 
transmission, storage and processing of personal 
information. All the businesses that have respon-
ded in the study have at least five employees and 
must therefore at the very least handle personal 
information regarding their employees, making 
them obligated to comply with the regulations in 
the same manner as businesses that have users, 
customers, patients, clients, students, etc. 

The privacy regulation includes requirements to 
know where personal information is located. In 
point 1.1 Outsourcing, we see that the number of 
businesses that outsource services to overseas 
is now 15 percent, a clear rise from the previo-
us study, where 8 percent gave this reply. Out of 
those, nearly a fifth (18 percent) reply that they 
do not know where their data is physically stored. 

2) NTT Security, Risk:Value Report.
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If personal information is among the data that is 
outsourced, and a business does not know where 
the data is physically stored, it may be located in 
countries outside of the EU/EEA. In this case, it is 
likely that there has been no risk assessment of 
the provider or the country the data is stored in, 
and that there is no legal basis to store personal 
information there. If this is the case, this would 
constitute a breach of the privacy directive and 
a breach of personal data security.

The privacy directive stipulates that businesses 
that discover breaches of personal information 
security must report discrepancies to the Data 
Protection Authority within 72 hours. Examples of 
incidents that must be reported to the Data Pro-
tection Authority include:

• Documents made available online, where 
these documents include information that is 
subject to a duty of confidentiality or which 
include sensitive or other confidential perso-
nal information. 

• Information on persons living at a secret 

address which has been publicised in infor-
mation services or has been distributed to 
unauthorised persons.

• Unauthorised persons gaining access to 
the membership list of a political party or 
religious congregation.

• Unauthorised persons altering personal 
information that may harm individuals, e.g. 
loss of reputation, discrimination, danger to 
life and health.  

The Norwegian Data Protection Authority received 
370 discrepancy reports last year, and around the 
same number halfway through 2018. It can be sta-
ted with some certainty that there are major unre-
corded statistics here. We see in figure 13 that 50 
percent of businesses without a management sys-
tem discovered incidents by chance. With the 72-
hour requirement for reporting, it may be wise not 
to rely on chance and the unknown causes of in-
cidents. Breaches of the privacy directive may lead 
to fines of up to 4 percent of gross global revenue, 
or 20 million Euro, depending on which is higher. 



7. Risk profile/trends
In this chapter, we present risk profiles and trends 
observed by different authorities and private parties.
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The National Security Authority (NSM)
NSM has the mission of detecting, reporting, and 
handling incidents pertaining to attacks on critical 
infrastructure and key resources. Within the scope 
of its mission, NSM has for several years observed 
a steady rise in targeted data breaches against 
Norwegian interests, both public and private. In 
addition to the increase in targeted attacks, there 
is a rise in criminally motivated actions in Norwe-
gian cyberspace. A large share of these attacks 
have become more advanced than before. 

The most common method used in targeted at-
tacks is the use of infected e-mails (“Phishing”). 
In this method, the e-mail contains a malicious 
attachment or link to a website loaded with mali-
cious code. In most cases, the e-mail is construc-
ted using information relevant to the receiver and 
is only sent to a limited number of users (spear 
phishing). Information on the recipient of the 
e-mail is collected from information available to 
the attacker, whether it stems from freely available 
sources or compromised data. 

Aside from e-mail, the most popular type of attack 
used the past year has been scanning followed by 
exploitation of vulnerable systems. Unlike phishing, 
this approach is less reliant on human interaction. 
Scanning for vulnerable versions of software in 
a network is a popular choice for attackers. If the 
business is lacking update routines, older versions 
of software may provide the attacker with a cheap 
way into the company’s network. A lack of network 
segmentation often allows attackers to move bet-
ween different parts of the business’s ICT solutions. 
NSM observes that such attacks almost always 
utilise known vulnerabilities. In exceptional cases, 
NSM observes that “unknown vulnerabilities” or 
0-day vulnerabilities are exploited. 

NSM also notes a trend in which outdated web 
server installations at smaller businesses with limi-
ted IT resources are compromised. The compro-
mised servers are then used as middlemen in 
new attacks on other targets, both domestic and 
abroad. Vulnerable versions of software are not 
the only ones to be exploited. NSM observes that 
attackers to a greater degree exploit vulnerable 
implementations of systems, which here refers 
to a function or a program that is vulnerable to 
being compromised due to weaknesses in the 
design of a service, or due to misconfiguration. 
Such systems often suffer attacks exploiting the-
se vulnerabilities in order to leak information that 
can be used to access the system.

Attacks via the supplier chain is a technique whe-
re an agent chooses to attack the value chain in 
a business instead of using a direct attack. NSM 
observes that agents are increasingly attacking 
weak links in value chains. 

A severe negative development in cybercrime is 
mining for cryptocurrency. Illegitimate cryptocur-
rency mining (also known as “crypto-jacking”) is 
rising sharply and has thus opened for a range of 
new problems in preventive IT security. 
 
NSM has not observed any attacks conducted 
by hacktivists that have had major consequences 
for Norwegian society, but services and websites 
have suffered extended downtime.  

NSM has observed a trend in which attacks are 
growing more complex, and advanced agents 
are moving away from phishing and onto other 
techniques. This may entail that in many cases, it 
has become more difficult and more demanding 
to detect data breaches. NSM strongly advises bu-
sinesses to continue focusing on e-mail security, as 
phishing remains an attack method that can cause 
major damage to businesses. Furthermore, busi-
nesses must develop a general resistance in order 
to detect and resist various complex attacks. 

7. Risk profile/trends
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Above all else, businesses must maintain control 
of their entire value chains within their ICT en-
vironments, and the NSM Basic Principles are de-
veloped to assist in these efforts. This begins with 
processes regarding the identification and char-
ting of the ICT environment. Protect, preserve and 
discover are key elements to protect yourself from 
being compromised, and when things go wrong, 
there should be well-tested routines for handling 
and re-establishing your ICT environment. NSM 
recommends all businesses use the Basic Principles 
as a minimum in their security efforts.

National resistance and readiness in the digital spa-
ce must be strengthened. Therefore, the National 
Cyber Security Centre will be established as a part 
of NSM in the fall of 2018. The centre will make the 
digital space safer for Norwegian parties.

Telenor
Towards the end of 2017, ransomware became the 
most-discussed threat in the computer security 
world. Fortunately, Norwegian businesses often 
maintain relatively strong basic security. As a bare 
minimum, operating system patching is conduc-
ted by the vast majority of companies. Pirated co-
pies of Windows are also quite uncommon. This 
allowed Norway to largely steer clear of the major 
spread of ransomware and software that erased 
hard drives in 2017 (WannaCry/NotPetya). This 
malware spread through local networks by using 
vulnerabilities in Windows. Microsoft had howe-
ver already patched the vulnerabilities when the 
spread began, so fully-patched computers were 
immune. None of our Norwegian clients were af-
fected by these attacks.

In early 2018, malware extracting crypto-currency 
took the spotlight. Attacker-s began to scan for 
vulnerable systems, web servers in particular, and 
infected them. A number of Norwegian businesses 
suffered this as well, including several of our clients. 
For attackers, there are a number of advantages to 
using this type of malware going forward:

• Victims often do not realise that they are 
affected and that the resources of their PCs 
are being abused. 

• The resources can therefore be abused over 
a long period of time.

• The money is made completely automati-
cally, without the victim having to transfer 
money or do anything actively.

• No communication is needed with the victim.
• Ransomware attacks can cause harm to the 

victim and therefore lead to heavier penalti-
es or even a bad conscience for the culprits. 
Stealing computer resources is not destructi-
ve to the same degree.

Overall, there are fewer general infections on PCs 
and servers in Norway now than before. Exploit 
kits that used to infect computers through brow-
sers have disappeared almost completely. In-
stead, people are tricked into surrendering user 
names/passwords through the use of phishing. 
Web mail is a very popular target, as the compa-
ny either operates the e-mail service themselves 
or delegates it to the cloud. Attackers then often 
trick a few employees before making targeted 
phishing e-mails from a victim's account. Often, 
e-mail forwarding is activated for e-mails from 
compromised accounts, so that the attackers can 
steal trade secrets or plan further exploitation, 
such as CEO fraud. We recommend the use of 
two-factor authentication for all e-mail accounts 
to limit this type of attack.

CEO fraud has become even more sophistica-
ted and targeted in recent years. Perpetrators 
are becoming more skilled at charting roles and 
relationships in businesses before attacking, and 
can write in proper Norwegian. These attacks can 
often provide considerable gains to their perpe-
trators. This is a type of fraud
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fraud that is difficult to build technical defences 
against. Here, training employees and maintai-
ning good internal routines is key.

Data breaches from foreign powers against Nor-
wegian targets with the aim of operating espio-
nage and information gathering continues. In the 
vast majority of cases, e-mail is the way in for the 
attackers. They often use phishing or Microsoft 
Office files with malware attachments. Examples 
of businesses that have recently been affected by 
this are NUPI and the Southern and Eastern Nor-
way Regional Health Authority. Many Norwegian 
companies are likely subject to industry espiona-
ge without being aware of it.

Businesses continue to face waves of threats of 
DDoS attacks. Companies are threatened to pay 
“ransoms” to prevent purported upcoming atta-
cks. The threat is often accompanied by a “test 
attack”. However, major attacks do not come after 
the test attack quite so often, even if the ransom 
goes unpaid. The number of DDoS attacks in Te-
lenor's network has dropped somewhat, but the 
vast majority of victims are private users. We have 
seen 1806 attacks so far this year. 599 of these at-
tacks were handled and mitigated by TSOC. The 
biggest attack was as large as 101 Gbps and lasted 
for an hour. Typically, 4-10 of our paying custo-
mers using DDoS filtering are attacked over the 
course of a month. 

The National Criminal Investigation Service 
(Kripos) 
Threat activities against Norwegian businesses con-
tinue to consist of known crimes such as CEO fraud, 
phishing campaigns and denial of service attacks. 

Kripos has noted that threat agents
have become more technically competent and 
are to a greater degree acquiring illegal access 
(compromising) e-mail accounts, etc. By having 
access to e-mail accounts, threat agents can 

believably appear to be a person within the 
business, and in this manner mislead others to 
perform the actions they seek. The language in 
correspondence with victims has also improved 
in both Norwegian and English. In many cases, 
the language appears completely spotless, and 
the threat agent quickly replies to the victim using 
a proper written tone, leaving the victim unable 
to take this as a warning. The result of this is that 
it is more difficult to detect that one is a target 
of fraud, and this puts businesses’ routines and 
security systems to a bigger test going forward.
 
The rise of cryptocurrency has entailed that threat
agents use illegally acquired computer power to 
extract gains. There have also been several cases 
where people have been defrauded by fake cryp-
tocurrency exchangers. As long as cryptocurrency 
holds a certain value, it is highly likely that certain 
agents will continue to defraud people and use 
other people’s computer systems to make money 
by extracting cryptocurrency.

Cryptoviruses make the distinction between sta-
te agents and organised criminal groups more 
complicated. Cryptoviruses may be used both as 
a tool of sabotage and as a means for demanding 
ransoms. Threat agents have become better at 
building on experiences from previous ransomwa-
re campaigns, and they continuously update their 
tools and techniques to penetrate computer sys-
tems. More advanced ransomware or cryptovirus 
campaigns are therefore expected going forward.

New mobile solutions are constantly being de-
veloped for payment services and other service 
offers. From our international partners, several re-
ports have been received regarding malware adap-
ted for individual-based devices including code for 
attacking foreign banks. Kripos has previously noted 
persons purchasing malware adapted for individu-
al-based devices with the goal of using them for an 
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attack on a Norwegian bank. They were arrested 
before the attack could take place. It is likely that we 
will see threat agents targeting mobile devices to 
a greater degree going forward.

Norwegian banks continue to face threat activities, 
and there have been several attempts at targeted 
attacks on bank employees and online banking 
customers. It is highly probable that the develop-
ment is largely because global threat agents are 
targeting increasingly large attack surfaces for 
their activities. Many global threat agents appear 
advanced or well-organised. It is highly likely that 
they have access to vast malware development re-
sources and have a large infrastructure of compro-
mised servers at their disposal. We therefore 
expect the threat to Norwegian banks and bank 
customers to continue or increase going forward.

mnemonic
In the past few years, we have observed that mal-
ware campaigns often occur in a cycle like this: 
a major campaign is spread widely without being 
targeted at a specific goal. As a consequence, we 
see many infections during the period of the cam-
paign. Then it goes quiet again, until the next cam-
paign strikes a few months later. The whole cycle 
repeats with a few months in-between. We have 
now waited a long time for the next big campaign, 
without anything seeming to materialise.

While the world becomes more aware of threats 
such as ransomware and other malware, criminals 
continue to seek new and more efficient ways to 
make money. Observations from our SOC (Se-
curity Operations Centre) show a shift in the thre-
at profile from the wide, generic distribution of 
malware we have seen in the past few years to 
an increase in several large, targeted attacks. This 
tendency is most visible in attacks on larger orga-
nisations and companies.

The attacks are targeted in that they go after 
one specific organisation, or organisations with 
a certain number of end-points, in one specific 
geographical location or industry. Overall, we 
observe that the threat agents are placing a big-
ger emphasis on researching their target prior to 
attacking. We also see that these threat agents 
are persistent, and may return with different atta-
ck methods and techniques, applying knowledge 
from earlier attempts. More money and resources 
are behind these types of attacks than in the ge-
neric distribution campaigns. The attacks also use 
ransomware and other malware in a more targe-
ted fashion than we have seen used previously.

One consequence of this is more and larger security 
incidents with a potentially more significant influen-
ce on the organisation than with more generic at-
tacks. They may also be more difficult to detect, as 
they are customised for the specific goal the attacker 
wishes to achieve. Although such heavy, targeted 
attacks have mainly been observed among larger 
organisations and companies, we do not rule out 
that as attack methods become more advanced, 
they will also be used to go after smaller businesses.

We observe that organisations are slowly but su-
rely changing their mindset from trying to pre-
vent all attacks to accepting that some attacks will 
be able to get past preventive security controls. 
As part of this, we see that many organisations 
are preparing themselves for such situations by 
improving the way they detect threats, establis-
hing routines for incident handling, and generally 
having a more balanced approach to preventive 
and reactive security strategies.

This shift is due to a number of factors. We can spe-
culate that one factor is new regulations, including 
the GDPR and NIS directives, which require organi-
sations to maintain more control of their data and 
systems. These force organisations to at least dis-
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cuss and evaluate different information security 
situations. Another factor may be that the media 
reports on new data breaches and leaks almost 
daily, making the majority of people more aware of 
IT security. Media coverage, which in many cases 
includes well-known brands and organisations, as 
well as several reported data breaches and leaks, 
may have helped make more people used to the 
thought that this could happen to themselves as 
well. It could also be explained by the industry be-
coming more advanced and developing over time. 

Although the change is slow, it is possible to ob-
serve it through the collaborations and discus-
sions we have had with the industry, as well as 
through the inquiries we receive. We believe this 
is a step in the right direction.

Nordic Financial CERT – NFCERT
NFCERT is a joint project of Norwegian, and even-
tually Nordic, banks, and has become its own unit 
- the finance industry's “fire department” against 
cybercrime in the Nordic countries.

NFCERT offers a closed communication platform 
between participating financial institutions, al-
lowing them to warn each other about computer 
and fraud attacks and to share experiences. 

In summary, based on observations from operati-
onal incidents and other experience-based infor-
mation from participants, the threat profile is the 
biggest in the following areas:

•  Mobile and online banking fraud
•  Denial of service attacks (DDoS)
•  Targeted attacks/data breaches
•  Fraud by e-mail (incl. phishing and malware)
•  Ransomware
•  Known vulnerabilities

The banking and finance industry face regular 
targeted attacks in the areas mentioned above. 
Attacks come from various international or local 

groups and vary in strength and frequency. Atta-
cks may slow down or stop completely when, for 
instance, Europol arrests individuals connected 
with certain criminal groups, but we then see that 
activity often starts up again after a break of a few 
months following such an arrest. 

There is a wide range of threat agents - from 
complete amateurs with a limited ability to car-
ry out attacks, through hacker groups and or-
ganised criminals, to state-funded organisations 
where the latter agent possesses considerable 
knowledge and a high motivation to carry out 
different types of attacks.

Major incidents in 2017 show beyond a shadow of 
a doubt that the finance sector is not immune to 
this. Stolen credit card information is regularly sold 
on the “Dark Web”, and after it was revealed that 
the credit reporting agency Equifax suffered a data 
breach in which the data of up to 146 million custo-
mers was compromised, the stock market reacted 
by sending its stocks down 33 percent. 

NFCERT saw a relatively calm end to 2017, although 
we have seen increased interest and focus from 
threat agents, particularly with regard to malware 
on mobile devices. This is a trend that has grown in 
scope in 2018, and it must be expected that this area 
will continue to be targeted in the time to come. Fi-
nancial institutions in the Nordic countries are a tar-
get of choice for malicious software and the de-
velopment of attacks and fraud is on the rise. In the 
Nordic countries, there have been no new malwa-
re-based attacks on bank services for a long time, 
but more harmful malware has entered the market 
on the “dark web” for both Android and PC plat-
forms. We believe we will see an increase in malwa-
re-based attacks again over the course of the year.

Another concern is the increase in hardware vulne-
rabilities (cf. Meltdown and Spectre on the most wi-
despread processors) which can be exploited in the 
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internal systems of companies. Patching or replacing 
vulnerable equipment usually takes an exceptionally 
long time and leaves threat agents with plenty of time 
to develop tools to exploit this type of vulnerability.

In the beginning of 2018, there was more acti-
vity targeting bank services than we have seen in 
a long time. Phishing campaigns have continued, 
and there are several varieties of malware directly 
aimed at financial institutions. Advanced agents 
have also been active in the Nordic countries with 
targeted attacks on financial institutions by sen-
ding spam/e-mail with malicious attachments. 

Further into 2018, we now see an increase in CEO 
fraud again, after the trend decreasing over the 
past half year. 

On this positive side, there has been a relatively 
steep decline in the spreading of ransomware lea-
ding into 2018. This means that the global volume 
of ransomware has decreased by more than 30 
percent compared with the previous year. We have 
observed a considerable reduction in activity from 
our members with cases involving ransomware, 
which in practice confirms this declining trend.

Many businesses have limited detection capabilities, and little knowledge regarding the financial losses in an event.



8. Unrecorded statistics
In this chapter we have collected descriptions and experiences of 
digital criminality from various businesses. This gives us a picture 
of what they have encountered, and what they see others expo-
sed to in terms of different digital criminality. Compared with the 
number of incidents that are reported, the unrecorded statistics 
are major.dit
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Experiences from Kripos
The reason so few incidents are reported to po-
lice may rest on several factors, both internally 
in the business and externally. An internal factor 
may be the awareness of what can be considered 
a criminal incident that should be reported. 

External factors could be the circumstances sur-
rounding the act of submitting a report. The way 
police reports are received today may appear 
as cumbersome to some companies, which may 
lead them to not prioritise reporting incidents. 
By making reporting available online, it will be 
possible to reduce the threshold for businesses 
to report incidents. One could also facilitate the 
uploading of files that are relevant to the case 
while filling out the report, so that the case can 
be clarified as well as possible. From Kripos's side, 
a guidance form for reporting cybercrime has 
been developed to simplify the process for both 
the aggrieved party and the police. This form, as 
well as information on cybercrime, is available on 
the police's websites.

There seems to be a perception among a num-
ber of businesses that the police do not have the 
resources to investigate cybercrime, or that ma-
king such a report may lead to even more work 
for the business. In recent years, the police have 
on several occasions investigated and brought 
cybercrime cases to trial, achieving good verdicts 
for several types of cybercrime. The cooperation 
between the aggrieved business and the police 
has been completely essential to successfully ob-
taining a good result. As criminal elements im-
prove their technical expertise, it will benefit the 
police and the business world to help each other 
out. It will therefore be beneficial if businesses see 
additional work that may occur as part of their 
social responsibility in order to help team up with 
the police to defeat cybercrime. 

In order for businesses to develop strong coun-
ter-measures, we depend on knowledge on both 
the criminals and the technology. Many of the ca-
tegories in cybercrime generate many incidents 
that again could have resulted in many reports 
from the business community. Through strong 
cooperation and regular dialogue, the police can 
establish a good overview of the overall scope 
while putting in resources on matters where the-
re is a higher chance to get results and increase 
knowledge both on the criminals and the techn-
ology involved. This could again foster stronger 
counter-measures for businesses to implement. 
Kripos cooperates with several agents that build 
a stronger connection between the police and 
the business community, while police districts also 
have their own business community contacts. A 
future challenge could be to get better at sharing 
information between the police and the business 
community to acquire improved knowledge on 
cybercrime and achieve more positive results in 
the justice system. 

Cybercrime demands a lot of resources to investi-
gate, and with an increased number of cases, the 
need for resources also increases. The police take 
cybercrime seriously and intend to make it a big-
ger part of the portfolio than before. This can be 
observed in the establishment of NC3, in addition 
to each police district now having established its 
own section for digital police efforts. The police 
can however stand to improve their own ability to 
convey to the business community what capaci-
ties are available in cyber-crime and what results 
have been achieved previously. This could be 
done to increase the business community’s mot-
ivation to prioritise reporting incidents. It should 
also be added that the police wish to inform the 
public on threats and challenges in ICT criminality, 
most recently in a report published at politi.no in 
December 2017.



Norwegian Computer Crime and Data Breach survey 2018   51 

8. Unrecorded statistics

Experiences from Visma
Visma is a supplier of software, outsourcing ser-
vices, purchasing solutions, debt recovery ser-
vices, shop data solutions, as well as IT-related 
development and consulting activities.

Today’s attack pattern against our businesses is 
composite. What Visma sees as “normal background 
noise” includes the endless search for known vulne-
rabilities by nation-states, organised crime and simi-
lar activity by hacktivists, independent “script kiddies” 
and other bored parties. These are largely automa-
ted scans with varying levels of technical expertise.

The number seen as normal for one of Visma’s 
services (Website/Webshop) is about 800,000 ir-
regularities per month. This could be compared 
with an “unknown person” testing the door outsi-
de your house to see if it's locked or not.

Visma’s analyses show that 6-10 of these are ad-
vanced or targeted enough to appear as “attemp-
ted break-ins”, “attempted fraud” or “attempted 
industrial espionage, or nation-states attempting 
espionage against Visma or their customers”.

Visma provides about 300 different services, so 
if the attack rates and attempts for different cri-
minal activities were assumed to be equal for all 
services, this would give a foundation for betwe-
en 1800 - 3000 police reports per month.

The pattern we see is that there is a large variation in 
how advanced these attacks are. The best attackers 
are highly advanced in terms of technique and chal-
lenge our ability to “buy security” by continuously 
investing more and more to protect our services.

For Visma’s smallest customers (those operating their 
own hair salons, street kitchens, workshops, electrici-
ans, plumbers, etc.), it is unlikely that they will have the 
expertise or time to operate security efforts as advan-
ced as those of a major service provider. The estima-
tions Visma has made are based on incidents where 

Visma is the aggrieved party. If Visma’s customers were 
included, the number would be even higher. 

Experiences from Nordea
Nordea’s customers are, like the rest of Norway's 
inhabitants, the subject of various kinds of fraud at-
tempts. The attempts come in waves, sometimes 
more and sometimes less, and we are well aware that 
the more people who fall victim to fraud, the hig-
her the risk is of the fraud growing in severity. In our 
daily efforts, we run into complications involving un-
recorded statistics daily. Overall, it affects Nordea in 
a manner that allows us to fully comprehend how the 
risk profile looks. We keep statistics of the attacks we 
know about, both in Norway and in the Nordic co-
untries. However, we do now know how large a por-
tion of our customers actually report fraud attempts, 
or completed incidents of fraud (which have resulted 
in losses for private individuals and/or businesses).

We work from what we see, but seek a clearer 
profile of the reality. In Norway in 2018, we have 
mostly seen investment fraud, romance scams, 
and on third place, invoice fraud. This is based on 
the statistics we have registered without regard 
to any unrecorded statistics. We have seen twice 
as many investment fraud incidents as romance 
scams in 2018, and about twice as many romance 
scams as incidents of invoice fraud.

CEO fraud, like all types of fraud, carries with it 
a sense of shame. We know about many attempts 
and we know about businesses that have lost mo-
ney, but we also hear about businesses that report 
neither attempts nor completed incidents of CEO 
fraud. When a business loses money due to CEO 
fraud, it says a lot about the business’s internal 
routines, reporting routines and payment tasks, and 
one may get the impression that employees do not 
know how to behave in such situations. This gives 
a presumption that the business does not wish to 
share its experiences with fraud because they are 
unsatisfied with how it was handled internally.
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If everyone, both private individuals and busines-
ses, set aside this sense of failure, we would be 
able to learn from each other’s mistakes together 
and form a stronger front against scammers.

Experiences from Coop
Coop experiences, like many other larger agents 
in retail, that its brand is abused in phishing cam-
paigns. The phishing campaigns come in waves and 
the vast majority are aimed at customers – regard-
less of their customer relationship with Coop. The 
campaigns are conducted via e-mail and SMS, and 
the goal is always to collect personal information or 
trick the recipient into conducting bank transactions 
to the fraud agent's benefit. The way the campaigns 
are designed consciously exploits the recipient’s 
trust in Coop in order to achieve this goal. 

Coop has actively worked to build up experti-
se among its own employees to handle this type 
of fraud attempt. A centrally-established security 
group in Coop has been set up to handle security 
incidents, as well as to raise awareness of computer 
security among its employees. This group coope-
rates with customer support centres to handle 
referrals from shops and customers. The referrals 
are logged in their own case system by the custo-
mer centres, and the security department follows 
them up. This makes the security department able 
to quickly identify, and differentiate between, the 
various fraud campaigns. Routines for attempting 
to take down fraudulent pages are established, as 
well as for reporting fraud campaigns that abuse 
Coop’s brand name to the police. Routines for re-
porting back to customer centres and information 
to customers regarding ongoing fraud campaigns 
help limit the extent of the damage, while helping 
to engage those affected by fraud attempts to 
continue to report new fraud attempts. 

Coop is working to establish more cooperation 
with other businesses encountering this issue, so 
that these can more effectively coordinate and 
act against the fraud agents. The impression is 
that fraud agents have for a long time been able 
to operate without a great risk of being caught. 
Cooperation and expertise sharing between the 
police and cooperating businesses may change 
this. Cybercrime isn't limited by national borders, 
and individual businesses often have a limited 
ability to identify and pursue fraud agents based 
in a foreign country. The police’s response to re-
ports and their ability to act against fraud agents 
will become highly important for their engage-
ment with the businesses.

Experiences from Telenor
The Norwegian Intelligence Service’s threat as-
sessment FOKUS 2018 highlights foreign nations’ 
use of digital channels as the biggest intelligence 
threat to Norway. State agents, contractors, or-
ganised criminals and politically motivated hack-
tivists run operations against, or in, our infrastru-
cture and our services. Telenor Norge sees these 
threat agents becoming ever more advanced and 
persistent. This applies to both criminal commu-
nities and state agents. Advanced agents with 
financial gains as their intention have become 
more focused and have gained access to more 
advanced tools. Telenor Norge also sees that 
threat agents wish to exploit agents on the inside 
to achieve their goals. 

Telenor Norge is an attractive target for advanced 
agents due to our socially critical infrastructure, 
our national symbolic value, and our customers 
from all industries and sectors. 
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9. Preventive 
activities/measures
Good preventive activities and measures contribute 
to reduced vulnerability and reduced consequences. 
We have therefore collected good advice and guidelines 
from various parties.



9. Preventive 
activities/measures
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9.1 Digital security culture 
Society’s self-defence capabilities depend on both 
public and private businesses maintaining sufficient 
digital security expertise. Society expects individual 
businesses to be able to protect themselves, and to 
help protect others. This means that everyone must 
know what should be done, and what should not 
be done. This is easier said than done, as comple-
xity is rising and ever more areas are digitised. The 
government facilitates long-term build-up of digital 
security expertise through a national competency 
strategy for ICT security. In this manner, a founda-
tion will be laid for the growing generation to bring 
ICT security expertise into their continued education 
and later on in their working life.

In this study, phishing and social engineering are 
the most common information security incidents, 
and the number of these has more than doubled 
since 2016. When asking about the reasons these 
incidents occur, the four most common reasons 
received are chance and bad luck, human error, 
lack of security awareness among employees and 
a failure to follow existing processes. NorSIS ad-
vises that thorough instruction and training in di-
gital security will both prevent such incidents and 
ensure that the consequences are lower when 
incidents do occur.

• Ensure that employees are given training in the 
business's security routines with a special emp-
hasis on resisting social engineering and fraud. 

• Strengthen employees’ security knowledge, 
such as through the aid of training packs

• from NorSIS and internal training. National 
Security Month is held in October each year 
and can be used to give employees some 
insight into the threats and how they, by 
following security procedures, can minimise 
the risk of undesirable incidents.

• Chart the business’s digital security culture 
to uncover if there is a need to implement 
measures.

• Financial department staff should be trained 
on CEO fraud, and businesses should imple-
ment routines for larger transfers, making it 
harder for CEO fraudsters to succeed.

9.2 Use NSM’s Basic Principles 
Maintain a secure ICT infrastructure
For the business’s employees to work effective-
ly and trust work tools, the information systems 
must be trustworthy. This is done by establishing 
robust systems and services, configuring and 
adapting hardware and software and verifying 
that configurations are correct. 

Businesses with few staff may benefit from seeing 
recommendations at nettvett.no for securing 
computers, mobile phones and tablets.

Maintain control of ICT infrastructure
Business ICT infrastructures will be exposed to 
external and internal influences. This may inclu-
de harmful software that can damage machines 
and networks, or planned changes resulting from 
a new accounting system being implemented. 
Regardless, there will be a number of considera-
tions the business must make in order to ensure 
that the information systems maintain the desired 
robustness. In addition to the advice in basic prin-
ciple 2.4 – “Maintain control of ICT infrastructure”, 
the business should also implement measures to 
protect against malware, monitoring and analysis 
of the ICT system and for handling change. To 
determine if the correct security measures are in 
place, it will in many cases pay off to conduct tests 
and drills where you attempt to access resources 
and data that you should not have access to.
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Maintain control of the business’s data and 
services
Businesses must maintain control of their own 
data and services to ensure that the requirement 
for confidentiality, integrity and accessibility is 
preserved. This is done by keeping control of the 
flow of information in and out of the business’s 
network, including within the network itself. Data 
and services must be protected both when they 
are located at the business itself, or with a ser-
vice provider (see measure 3), and when data is 
transferred through various information channels. 
E-mail and web browsers should be particular-
ly emphasised, as many of the threats (malware 
such as cryptoviruses, phishing attempts, CEO 
fraud, etc.) from the internet enter through these 
channels. See also NSM guidelines “Basic measu-
res for securing e-email”.

Control access to data and services
Access to the business’s data and services must 
be controlled to keep them from being abused 
by unauthorised parties. This is done by main-
taining control of accounts, controlling the use of 
administrative privileges, ensuring secure log-ins, 
such as by using two-factor authentication, and 
by establishing purposeful logging.

9.3 Security expert recommendations for 
service outsourcing
Outsourcing ICT services to professional parties 
may yield greater security as well as more stable 
and available services. Access to expertise and tools 
one does not possess oneself can be improved, 
costs can be made lower and more predictable, and 
a stronger emphasis can be placed on the business’s 
core activities to a greater extent. At the same time, 
businesses must be conscious of the risks involved 
when outsourcing services. Equivalent or higher le-
vels of service quality and ICT security should be the 
target when outsourcing services. 

Outsourcing services places strong requirements 
on one's own business and requires different 
expertise than if the service is provided by one’s 

own organisation. Before a strategic decision can 
be made on the use of service outsourcing, the 
business should assess whether it is “equipped” 
to handle each phase of the service outsourcing 
process. The business must also chart the laws, 
requirements and rules that apply, both nationally 
and internationally. For example, both the Security 
Act and the Personal Data Act stipulate provisions 
that give guidelines for outsourcing services. Some 
sectors also have regulations for what opportuniti-
es the business has to outsource services. 

In order to maintain ICT security when outsour-
cing services, NSM recommends that the busi-
ness is conscious of the need for:
 
• An overview and control of the entire lifespan 
• Good purchaser expertise 
• Good risk assessments in order to make the 

right decision 
• Appropriate and good requirements for ICT 

services and to suppliers
• The right decision on the right level 

In today's digitised society, the removal of ICT 
services will most often affect the entire or major 
parts of the business. If business-critical services 
are transferred to a third part, it may increase the 
risk of both intentional and unintentional inci-
dents, such as the loss of services or loss/altera-
tions to data.

The decision to outsource services should 
not be made exclusively by the business’s ICT 
community. The choice of supplier model and ICT 
service outsourcing is a key strategic part of bu-
siness management. The leader of the business 
should ensure a strongly-anchored process for all 
affected parties in the business. When a decision 
regarding service outsourcing is made, it should 
be based on risk assessments that describe the 
service outsourcing’s effect on the entire, here-
under the ability to deliver, ICT portfolio, finances 
and need for expertise.
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9.4 General data protection regulation (GDPR)
The Data Protection Agency's advice to businesses:

• Chart what personal information you handle, 
and ensure that the way in which it is handled 
is legal, such as by documenting purposes, 
and comply with deletion requirements.

• Establish internal control or management sys-
tems to maintain your duties and the rights of 
those registered (such as by giving information, 
insight, correcting and deleting information).

• Conduct risk assessments of the personal 
data you handle and make sure to sufficient-
ly secure the information with both technical 
and organisational measures. Confidentiality, 
integrity, availability and robustness must be 
ensured here. For instance, one must prote-
ct oneself against unauthorised persons gai-
ning access to see, alter and destroy data, and 
against incidents caused by accidents, human 
error and inadequate routines. Some basic 
measures include establishing access mana-
gement, activating two factor authentication 
wherever possible, encrypting communication 
channels and individual files, keeping systems 
and software up to date, and implementing 
a culture of privacy and information security. 

• If you outsource systems or utilise services 
where a provider handles data, the business 
will still be responsible for the personal infor-
mation it handles. Among other things, this 
entails that one knows where data is physi-
cally stored, conduct a risk assessment of the 
supplier, establish a data handler agreement, 
and conduct security reviews of the provider. 

• Establish routines for tasks such as re-esta-
blishing normal operations in the case of in-
cidents, as well as a process for testing, ana-
lysing and assessing security measures.

• Establish routines for incident handling, me-
aning routines for discovering and handling 
incidents, determining whether personal in-
formation is involved in the incident and whet-
her the Norwegian Data Protection Agency 
should be notified, as well as whether the peo-
ple affected by the incident must be informed.

 
Read more about the new privacy regulations, internal 
control and discrepancy handling at datatilsynet.no.

9.5 Securing websites and e-mail 
As the internet becomes an ever more critical part 
of social infrastructure, it becomes more and more 
important to ensure that information isn't falsified or 
doesn't end up in the wrong hands. Behind some 
cryptic acronyms like DNSSEC, SPF, DKIM and 
DMARC are some opportunities to secure safer 
communications online. DNSSEC (DNS Security Ex-
tensions) is a security mechanism inserted into the 
domain name system. With DNSSEC, answers are 
signed on a domain registry, making it possible to 
make sure they are coming from the correct source 
and have not been changed along the way.3) 

Why is DNSSEC important?
In the modern day, the internet is a key platform 
for creating value. In 2017, online shops in Norway 
had a revenue of over twenty billion NOK (source: 
SSB). Five percent of all Norwegian domain names 
with a website have a shopping cart feature con-
nected to the site, and for many businesses, the 
internet is their primary sales channel. The internet 
is also a primary channel for communication bet-
ween public authorities and citizens and busines-
ses, such as when reporting tax returns and payroll 
taxes, and for access to public services. In all these 
cases, it is essential that the users actually access 
the site they intended to access.

You can access a website in various ways: By 
clicking a link, from an app, from results in a se-

  3) Read more at: https://www.norid.no/no/dns/dette-er-dnssec/
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arch engine, or by typing in the URL in a web 
browser. In all these cases, you are looking up 
a domain name. The look-up initiates a search of 
an IP address, which is used to contact the machi-
ne that is operating the service the user wishes to 
access. Initially, the design of the domain name 
system did not ensure that the reply to a look-up 
came from the correct source. This means that 
it is possible for an attacker to falsify a reply and 
send a user to a different IP address than the one 
actually connected to the domain. For example, 
a user could be sent to a website that looks like 
the web shop she or he intended to access, but 
which in reality is a website located on a machine 
controlled by a fraudster.

DNSSEC (DNS Security Extensions) is a security 
mechanism that offers a solution to this problem. 
When a domain is secured with DNSSEC, all re-
plies to a domain look-up will be cryptographi-
cally signed. This makes it possible to ensure that 
the reply comes from the correct source and that 
it has not been altered along the way.4)

 
Technologies for securing e-mail
SPF (Sender Policy Framework) allows you to tell 
the outside world which machines/systems are 
permitted to send e-mail from your domain. What 
this achieves is that the outside world can protect 
itself from false e-mails appearing to come from 
your domain. This way, you can help prevent your 
domain name from being associated with spam. 
In addition, you contribute to a “cleaner” inter-
net”, since others can use the information you 
publish to protect themselves. 

Similarly, your business can use the SPF informati-
on published by others to check that an e-mail is 
coming from the reported sender. Control of SPF 
is set up at the recipient e-mail host for your do-
main, and you can use the information to either 
dismiss e-mail or mark it so that it can, for instan-
ce, be sent for a stricter virus inspection.

DKIM (DomainKeys Identified Mail) allows a sen-
der to sign an e-mail cryptographically using public 
key technology, where the public key is published 
in the domain name system as DKIM information. 
The signature is typically done by the business’s 
e-mail host and is therefore “invisible” to users.

The recipient’s e-mail host can use the sender’s 
public key to verify that the e-mail is coming from 
someone with control of the domain name that 
is being used, and that the contents of the e-mail 
have not been altered. You should consider imple-
menting this for outgoing e-mail from your domain. 
As with SPF, you help the outside world avoid false 
e-mails that appear to have been sent from your 
domain. Your e-mail office can also be set up to 
check DKIM information on incoming e-mail, which 
may help your users detect falsified e-mails. 

DMARC (Domain-based Message Authentica-
tion) builds on both SPF and DKIM and gives 
a recommendation on what the recipient's e-mail 
host should do if a received e-mail has failed one 
of these two checks. Like SPF and DKIM, DMARC 
information is published in the DNS linked to the 
domain name used to send e-mail.  If you wish 
to use SPF, DKIM or DMARC for your domain, 
you must get in touch with those operating your 
e-mail host so that they can implement it. 

STARTTLS is an expansion of the protocol for 
transferring e-mails between e-mail servers. 
It offers encrypted transfers of e-mails betwe-
en e-mail servers provided both e-mail servers 
communicating have activated this. It requires 
no effort from the user sending the e-mail or re-
quirements to the e-mail the client is using. TLS 
certificates are used for confidentiality protection. 
Authentication is only received if one uses certifi-
cates issued by a trusted third party.

4) Read more and see the animation: How DNS SEC works: https://www.norid.no/no/dns/
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DNSSEC also contributes here
SPF, DKIM and DMARC are all based on the reci-
pient looking up information linked to a domain
name in DNS. It is however possible for scammers 
to falsify these replies and thus trick a recipient 
into receiving a fake e-mail. 

When a domain is secured with DNSSEC, all re-
plies to domain look-ups will be signed crypto-
graphically. This makes it possible to ensure that 
the reply comes from the correct source and that 
it has not been altered along the way. Signing the 
domain name will therefore be useful even if the 
domain is only used for e-mails.

Signing the domain name is free, but the infor-
mation must also be registered by Norid. The sig-
ning and contact with Norid will be handled by 
the business’s domain reseller.

Preventive activities and measures help reduce the consequences of incidents.
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10. Afterword

Contributors to the study and report, aside 
from the committee
The Norwegian Business and Industry Security 
Council has multiple collaborative projects ongo-
ing at all times, but which involve security in diffe-
rent ways. This grants us a wider understanding, 
as well as access to knowledge and resources that 
contribute to the high quality of our products. In 
connection with analyses related to the Unreco-
rded Statistics Study 2018, we therefore wish to 
thank the following contributors:

Birgitte Førsund – Senior Manager, KPMG
Ingunn Kolberg Vedeld– Associate, KPMG 
Magdalena Agata Szwiec – Associate, KPMG
Espen Johansen – Operations & Security Mana-
ger, Visma Software International
Isabel Quiroga Arkvik – Fraud management, Nordea.
Hege Ossletten – Deputy chairperson, UNINETT 
Norid AS

In this year’s study, one of the most positive and 
important findings is that maintaining manage-
ment systems and operating preventive security 
efforts is what gives businesses a better ability 
to detect incidents. Furthermore, it gives room 
to implement appropriate and consequence-li-
miting measures. This is valuable knowledge for 
a digital society that must continuously work to-
gether against a threat profile that is growing ever 
more advanced and comprehensive, and which 
affects us all regardless of industry. 

At the same time, this year’s study reveals that 
knowledge is important for preventive efforts. 
Knowledge all businesses, regardless of size, 
should have access to, independent of their 
geographical location. Many need help to turn 
knowledge into actual measures within their own 
businesses. We therefore still need arenas for 
sharing updated knowledge and experiences that 
together will contribute to a more robust digital 
society. We need updated and relevant guideli-
nes, advice and capabilities for support from rele-
vant authorities in handling cyber incidents. 

Experiences and knowledge are also important 
for an improved understanding of risk. The more 
conscious our country's businesses are of the risk 
profile today and how they must manage their 
resources in relation to it, the better equipped we 
will be to handle the modern threat profile both 
now and in the future. These are important fo-
undations for an increased understanding of se-
curity and for a collective digital security culture 
we must all participate in.  

We therefore hope that this year’s study can be 
used as an active tool in ongoing security efforts 
that involve both businesses and public authoriti-
es, while simultaneously promoting more coope-
ration in digital security.



Information security committee

Tønnes Ingebrigtsen, 
CEO and founder of mnemo-
nic. (Committee leader)
Tønnes has been the leader of the 
IT and information security compa-
ny mnemonic since the company 
was founded in spring 2000. He 
sits on the board of NTNU’s Centre 
for Cyber and Information Security 
(CCIS) and is the committee leader 
in NSR’s expert committee, the 
Information Security Committee. 
He has a master’s in informatics 
from NTNU.

Vidar Østmo, 
Security architect/CISO, 
Verdipapirsentralen ASA
Vidar is CISSP and GCIH- cer-
tified and has many years of 
experience in work involving 
information security in both 
Telecoms and Finance. He has 
experience from both techni-
cal and non-technical sides of 
security efforts.

Johnny Mathisen, 
senior advisor, Telenor Group
Johnny has a master ’s degree in 
telematics from NTH in Trond-
heim and one in information 
security from the University Col-
lege of Gjøvik. He has worked at 
Telenor for over 30 years, the last 
25 of which have been in infor-
mation security, and he has been 
a member of NSR’s Information 
Security Committee since 2010.

Martha Eike, 
technical director at the 
Norwegian Data Protection 
Authority
Martha is an educated computer 
engineer with a background in 
software development in the 
private sector. She has worked at 
the Norwegian Data Protection 
Agency since 2012 and has expe-
rience with built-in privacy, DPIA, 
cloud services, the digitisation 
of the public sector, the training 
sector and Big Data. Martha 
coordinates exter-nal efforts in 
information security.

Bente Hoff, 
acting section director of the 
National Cyber-security
Centre, National Security 
Authority
Bente has more than twenty years 
of experience in digitisation and 
cyber-security in both the private 
and the public sector. He is a civil 
engineer from NTH and has 
a master’s degree in technology 
leadership.

Christophe Birkeland, 
administrative director at 
Symantec (Norway) AS
Before going over to the private 
sector in 2011, he held various 
management positions in the 
public sector (the Intelligence 
Service and the National Security 
Authority). Birkeland has a docto-
rate from NTNU in 1997, and also 
attended the Norwegian Defence 
University College in 2005.

Peggy Heie, 
administrative director 
for NorSIS
Peggy is an educated civil 
economist with a specialisation 
in information leadership. She 
is also CISA and CRISC-certified 
by ISACA. Since 1998, Peggy 
has worked with various tasks in 
risk-management, business de-
velopment, IT auditing, financial 
auditing and information security.

John Arild A. Johansen, 
Chief Information Security Of-
ficer (CISO) and Data Protection 
Officer (DPO), Gjensidige Bank
John Arild has over 25 years of 
experience in the field from both 
the public and the private sector, 
has been the Chairperson and 
member of the board of the 
Norwegian Information Security 
Forum (www.isf.no), Norm for In-
formation Security in the Health 
and Welfare Services (Normen.
no) and currently works as the 
security director and data prote-
ction officer at Gjensidige Bank.

62   Mørketallsundersøkelsen 2018



Information security committee

Ole Tom Seierstad, 
National Security Officer, 
Microsoft Norge
Ole Tom has worked at Microsoft 
since 1990 and has held several 
different roles. In the last couple 
of years, he has focused on se-
curity and issues surrounding this. 
His areas of responsibility include 
most Microsoft products and 
contact with various segments 
that use Microsoft software, 
whether they are consumers or 
larger organisations.

Anders R Hovdum, 
technical director for public 
safety in the Directorate of 
Public Roads in the Norwegian 
Public Roads Administration.
Anders is responsible for 
following public safety in the 
Norwegian Public Roads Admi-
nistration, including information 
security and readiness. Anders 
has had a long run in the se-
curity field, including the Ministry 
of Transport and Communicati-
ons and the Norwegian Directo-
rate for Civil Protection.

Bjørn R. Watne, 
CISO, Storebrand ASA
Watne has worked with infor-
mation security since the turn of 
the millennium, and has served 
as the Chief Information Security 
Officer at the Storebrand conglo-
merate since 2014. He sits on the 
board of ISACA Norway – a spe-
cial interest group for professio-
nals in IT auditing and security, 
and is also involved in expert 
groups with The Norwegian 
Computer Society, The Norwe-
gian Information Security Forum 
and the Cloud Security Alliance. 
For education, he is an engineer 
in Computer Science, and has an 
MBA from ESCP in Paris.

Rune Rudi, 
Police superintendent, cyber-
crime section, Kripos
Rune works with cybercrime at 
Kripos and has a lot of experience 
as an investigator, but in recent 
years, he has worked on cy-
ber-intelligence. He has an earlier 
background in the Norwegian 
Armed Forces and the private 
security industry.

Soner Sevin, 
CISO, COOP
Soner Sevin has had a long 
run in the information security 
field, and has served as a CISO 
in various public and private 
businesses. Over the years, he 
has worked on an operational, 
tactical and strategic level. His 
involvement and contributions 
to the security field have inspired 
many in the industry. Over 
the past five years, Soner has 
worked as the chief of security at 
the Coop conglomerate, where 
among other things, he has 
helped uncover various types of 
online fraud campaigns in addi-
tion to establishing an operative 
CSIRT unit at Coop.

Arne Røed Simonsen, 
senior advisor in The Norwegian
 Business and Industry Se-
curity Council 
(committee secretary)
Arne has been an employee of 
NSR since 2004 and has a back-
ground In both the Norwegian 
Armed Forces and the police. He 
belonged to the investigation 
section of Kripos prior to his 
employment at NSR.

Norwegian Computer Crime and Data Breach survay 2018   63 



www.nsr-org.no

Against crime - for business and society




